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Ha naHHbIi MOMEHT BOMPOC O KOMMbIOTEPHOV 6e30MacHOCTM BCTAaeT HaMHOro yalle 4eMm paHee.
IaHHas Tema 6onee BaxHa U HEOBXOOMMO K PACCMOTPEHMIO YEM MOXET MokasaTbCs HA NepBbliA B3r s M.
OHa kacaeTcsl He TONbKO KPYMHbIX BnamenbuesB OGM3HECOB, UCMONb3yloWMe MOBCEMECTHO FPOMO3OKME
CUCTEeMbl N3 HECKONIbKUX OECSTKOB KOMMbIOTEPOB M MHbIX TEXHWYECKMX CPEACTB, XPaHSIWMX Ha CBOMX
HOCUTENAX KOMMepyeckue TaliHbl. Ho 1 Tak e nonb3oBaTtenei nepcoHanbHbiX KOMMbIOTEPOB , NMYHBIX
TEXHNYECKMX YCTPOCTB, BpeMeHaMu obpallaiollnincs B BCEMUPHYIO CEeTb.

KOMﬂb}OTepHaﬂ ceTb NONMHOCTbIO 3aluuleHa nullb TOorga, Koroa OHa MOJIHOCTbO aBTOHOMHA
n oTknoyeHa . Kakoe nnbo OTKNIOHEHME OT AAaHHOTO COCTOSIHUSA nogsepraet TexHun4eckoe yCTpOI7ICTBO
K noTeHUMnanbHbIM yrpo3am.

Kaknm e o06pasoM mnposiBnsitotcss 9T yrpo3bl? B obwux uyeptax — 9TO BEPOSTHOCTb
npaBoHapywuTenss kakum nmbo 06pasoM BOCMONb30BATbLCS pPecypcamy KOMMbioTepa WM UHOro
TEXHUYECKOro YCTPOWCTBA, NOABEPrHYTb U3MEHEHMIO MHAPOPMALIMK, YKPACTb MHTEPECYOIWNe ero AaHHbIe
M MCNONb30BaTb B CBOMX NUYHbIX Lensx. K npumepy baxe ecnv onnarta HUMKOrAa He mpou3BoamMnach
C MOMOLWbIO AaHHOIO KOMMbtloTepa U GaHKOBCKMI CYET He Kak He NpuBA3aH K HEMY, 3N1eKTPOHHbIE NUcbMa
C coLep>XaHUeM KOTOPOE AOMXKHO COXPaHATbCS B CEKpeTe, MHGopMaums 0 TOM Kakue caiiTbl, B KakoW
NMPOMEXYTOK BPEMEHU U Kakasi fesiTeNIbHOCTb TaM BBENACb, MOXET HaBPeaUTb.

3a nocnegHve TpPUM OECATUNETUS UHAOPMAUMOHHbIE TEXHOMOIMMW MNPOCOYUNINCH BCE CNOuU
KOOpAUHMPOBaHMA W BedeHus 6usHeca. Tak M caMo cylwecTBoBaHWe Ow3Heca nnaBHO MNepexoanT
M3 U3NYECKOro Mupa B BUPTyalbHblA, U3-3a 3TOr0 SBASETCA MULWEHbIO, AN XaKEepPCKUx aTak
310yMblWNeHHNKoB. Mo paHHbIM WHcTuTyTa KomnbioTepHoi BesonacHocTu obwmin ywepb, HaHECEeHHbIi
KOMMNbIOTEPHLIMW BUPYyCaMmn 3a nocnegHue 5 net, oueHnsaeTcs NnpuMepHo B 155 Mnpad. nonnapos.

MuHUCTEPCTBO HauuoHanbHo 6e3onacHocTn CoeanHeHHbIx LWTatoB AMepukun, cpaBHUNO BUPYCHblE
anungemnn Kk Teppopnamy. CoBpeMeHHble pas3paboTumku NporpamMMHOro obopyaoBaHusl, cTapaloTcs Kak
MOXHO ObiCTpee pearvpoBaTb Ha artaku, HO rfocne , a He 3apaHee. Ha paHHbIi MOMEHT BpPEMEHU
He n3obpeTeHo cnocoboB 3awWwmTbl OT rNobanbHbIX AaNUOEMUIA BUPYCOB.

OpHM 13 NepBbIX NPECTYMNIEHNA C y4aCTUEM KOMMbIOTEPHOW TEXHUKN nossuancek B Poccum B 1991r.,
korgpa Obinv noxuweHsl 1255 Thic. ponnapos CLIA Bo BHewskoHombaHke CCCP. B2014 r. MBL
3apeructpuposano B Poccun 11 000 KOMMObIOTEPHbIX NPECTYNNEeHUR, Ha JOM KpaX W MOWEHHMYECTB
B 2014 r. npuwencs 41% knbepnpectynneHuii (B 2013 r. atoT nokasatenb coctasnsin 30%).

OkecnepTbl  yTBEPXHAKOT, 4YTO BeCTM noAacyeT KmbepnpecTynneHuid kpaiHe 3aTpyaHUTENbHO,
HO obwee WX KONMMYECTBO W3PSOHO MpeBblaeT AaHHble M3 ctatuctukn MBI, PeanbHoe kapTuHa
knbepnpectynnexuii B Poccumn, MuHnmym B 5 pas 6oblie, kak noacumtbiaeT komnaxumsa Digital Security.

C 1999 roma Tak Xe nosiBunacb oyepepHas npobnema anga nHOpMauMoHHO Be3onacHoCcTn —
CIMAM. 310 noBceMecTHaa aHOHMMHAsA He Xenaemas paccbinka . Ha gaHHbIA MOMEHT cnaM AOCTUI OKOJO
1/3 BCEX 3NEKTPOHHbIX coobweHunin. N3bbiTok cnama BedeT K eXerogHblM ybbiTkaM, KOTOpble MO OUEHKe
aKcnepTBO HacumtbiBaloT 00 20 MnaH. gonnapos CLWIA. He xenatenbHas paccbinka B rpaHuuax 0OHOM
opraHmzauun , BegjeT Kk notepsam ot 500 po 1000 ponnapos CLA exerooHo B pacuete



Ha 1 nonb3oBaTtens.

«Cnam — 370 apxmBaxHas npobnema, rposswas CBeCTU Ha HeT OONbly 4YacTb NPEUMYLLECTB
9NEeKTPOHHOW noyTbl», — nuweT bunn [eATc B OOHOM U3 CBOWX pPerynspHbix e-mail-obpalweHuii
K 3aKasymkam.

B cBolo ouepelb WMPOKO PaCNpOCTPaHSETCA W MNPOMbIWAEHHbIA WNAMOHAX — He 6onbwoe
yCcTpoiicTBO cToumocTbio Bcero 10 pmonnapos CLIA, B cnyyae rpamMoOTHOrO pPacrnonoXeHusl, MOXeT
NPUBECTN KPYMHYIO OpraHmM3aumnio K pasopeHmio.

Ha naHHbIA MOMEHT BPEMEHM 3/1I0YMbIWAEHHUKN MOTYT 3anony4ynuTb OOCTYN HE TONbKO K OTKPbITOW
nHopMaumm , HO U K MHGOOPMaLMM OXBaTbIBAKOWEN rOCyAapCTBEHHYIO 1 KOMMEPYECKYIO TalHbI.

B 3ak/ouyeHMr MOXHO caenaTb BbiBOM, YTO HA CErofHsIWHEeN AeHb, KOMMaHWM OONMXHbl UMETb
cTpatermio MHOPMaUMOHHON 6e30MacHOCTM, OCHOBbIBAKOWENCS Ha KOMMMEKCHOM Moaxode 3auwuThbl
MHCPOPMaLMKN, OCYWECTBASATb ayauT BCEX KOMMOHEHTOB WHOPOPMAaLMOHHON 6e30MmacHoCTM 1 MMeTb
NoAroToBKY K 6yaylemy.



