NMpuHuunebl peatenbHocTn YnpasneHus "K" MBI, Poccuu

YHyKoBuY AHTOH CTaHUCnaBoBuUY,
anbloHKT Omckor akagemnn MBJ, Poccnn

K npecTtynneHusim B cdepe WHHPOPMAUMOHHbLIX TEXHOMOIMMA OTHOCATCS: pacnpocTpaHeHue
BPELOHOCHbIX BUPYCOB, KpPaxXu HOMepPOB HAHKOBCKMX KapT W Opyrux 6aHKOBCKUX PEKBM3UTOB, COULIMHT,
pacnpocTpaHeHve NPoTUBONPABHOW MHpOpMaUun (KneeeTa, MaTepuvanbl NOPHOrpaddMyeckoro xapakrepa
1 BO3OY X OAKOWMX MEXHAUMOHANbHYI0, MEXPENUIMO3HYIO BpaxXy v Op.) yepes VHTepHeT, opraHusauus
nonaenbHbIX OHNAalH-PEeCcypcoB, a TakXe BPedOHOCHOE BMEeWaTeNbCTBO 4epe3 KOMMbIoTEpHble ceTu
B paboTy pasnuuHbix cucTem. [pOTUBOLEVCTBME YyKal3aHHbIM BWAAM MPECTYMHbIX MOCsSraTenbCTB
BO3/IOXEHO Ha crneuvanuaupoBaHHoe nogpasgeneHne MuHucTepcTea BHYTpeHHuX gen Poccum —
Ynpaenenne «K». [lesaTenbHOCTb noapasfeneHns OofXHa OCyWecTBAATbCA B COOTBETCTBUM
C onpeneneHHbIMU NpuHuMnamm[1], coaoepxaHue KoTopbix OyaeT packpblTo fanee.

MpuHUWN 3aKOHHOCTM BbipaXxaeTca B TOM, 4YTO AedTenbHocTb YnpaeneHuns «K» ponxHa
OCHOBbIBATbCS W pPerynupoBaTbCsl B COOTBETCTBUM C paspaboTaHHOW 3akoHomaTenbHoW 6asoi
N OCYWECTBNATLCSA B TOYHOM COOTBETCTBMM C 3aKOHOM. B HacToswee Bpems cneunoapasneneHne B CBOEN
neatenbHocTn  pykosoacteyetcsa  KoHctutyuuen P®, benepanbHbiMM  3akoHamu,  ykasamu
n pacnopsxeHusmn lpesngeHta P®, nocTtaHoBneHuamu n pacnopsxeHuamu [lpasutenbctesa PO,
MeX OyHapoAHbIMM OroBOpaMn, NpaBoBbIMM HOpMaTMBHbIMK akTamu MBJ, Poccuw.

MpuHUMN rmacHoCcTu 3akNioYaeTcs B TOM, YTO OesTenbHOCTb YnpasneHuns «K» ocywecTtBnseTcs
MakCMManbHO OTKPbITO [Ons rpaxpaaH, o6WecTBeHHOCTM W CPEACTB  MaccoBOi  MHAOpMaUMUu.
JesTenbHOCTb noapasfeneHns sBAsieTcs OTKPbITOA nOns obwectBa B TOW Mepe, B Kakoil 3To
He npoTuBopeunT TpeboBaHMAM 3akoHopaTenbcTBa Poccuiickoin ®enepaunn. OgHako Ons BbIMNONHEHUS
3afjay YnpaBneHuem «K», BxoOswWero B COCTaB OTAeNbHOrO blopo cheuvanbHbiX TEXHUYECKUX
meponpuaTtuin MBI Poccun, 3akoHOOaTenbCTBOM CTpaHbl OnpefenieHbl npedenbl rNacHoCcTM B 3TOK
jeatenbHoCTU. Tak, He nognexar pasrnaweHnio CBeAeHWS O CUCTEMe opraHusauuy onepaTuBHO-
PO3bICKHOW [OesiTeNbHOCTU, MCTOYHUKAxX, crnocobax M MeTodax NonyyvyeHusl onepaTMBHbIX MaTepuanos,
a TakXe CTaBWWe WU3BECTHbIMW NPU NPOBEOEHUN ONepPaTUBHbLIX MEPOMPUATUA OaHHbIe O NMYHOW XMW3HU
nonb3osartenen VMIHTepHeTa.

YnpaeneHne «K» ocylwecTBNsieT CBOK [AeATENbHOCTb HA OCHOBE NpuHUMNa cobnrogeHms
n yBaxeHus npas u ceobosd 4enoBeka v rpaxgaHuHa. Bcsikoe orpaHuyeHve npas, cBo60A4 M 3aKOHHbIX
MHTEPEeCOB rpaxaH, a TakXe npaB MU 3aKOHHbIX MHTEPEeCOB 0OIWECTBEHHbIX 06 beaNHEHW, OpraHn3auuii
MW OOMXHOCTHBIX NWL OOMYCTUMO TONbKO MO OCHOBAHMSIM W B MOpsiAKe, KOTOpble MPeayCcMOTPEHbI
benepanbHbIM 3aKOHOM. [lesaTeNbHOCTb COTPYAHUKOB YNpaBneHus, orpaHnymBaollas KOHCTUTYLMOHHbIE
npaea rpaxpaH, HeMeaNeHHO NpekpawaeTcs, ecnm AOCTUrHyTa 3aKOHHAs LeNb UMK BbIICHWIOCh, YTO aTa
LUenb He MOXET WU He OONMXHa AOCTUratbCsi MyTeM orpaHuyeHus npas u ceobon nonein. CoTpyaHUKN
cneunopgpasneneHns o06s3aHbl 06ecneunTb KaXAoMy rpaXxAaHvHy BO3MOXHOCTb O03HaKOMIEHMs
C HOKYMEHTaMMn U mMaTtepuanamu, HENOCPEeACTBEHHO 3aTparvBaloWyMn ero npasa u ceobombl, ecnm uHoe
He yCTaHOBNEHO doeaepanbHbiM 3aKOHOM.

MprHUNN MHEOPMALMOHHON 4OCTYNHOCTM HALENnsieT opraHbl BHYTPEHHMX [Hen 00683aHHOCTbIo
npenocTaensATb 3auHTEPECOBaHHbIM NMUAM OOCTOBEPHYHD MHOPMauuMio He TONbKO O OesATeNbHOCTU
nonUUK, HO W CBEOEHWUSA, HEMOCPEACTBEHHO 3aTparvBalollylo npaea nonb3oBaTtenein cetn VHTepHer,
3a MCKNoYeHEM UHGopMaumn, OOCTYN K KOTOPOR orpaHuMyeH hefepanbHbiM 3aKOHOM. B cBolo ovepenb
coTpyoHukn MBI wucnonbayioT npocTtpaHcTBO WHTepHeT ana pasmeweHuss uHdopMmaumm B LEnax
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yCTaHOBNEHNS 0O6CTOSITENbCTB COBEPLEHNS NPECTYNNEHWNA, NNL, NX COBEPLWMBLIMX, @ TaKXe ANS po3bicka
N, CKPbIBWMXCA OT OpraHoB [O3HAHMSA, NpenBapuTenbHOro cneacTems wau cypa. Kpome TOro,
coTpyaHvkamy YnpaBneHus MocpencTBOM NevyaTHbIX (Opowopbl, NamMsiTKM) WU3OAHUA W 3NEKTPOHHbIX
CpPeacTB MacCoBOW MHGDOPMALMN NPenoCTaBASAOTCA PeKOMeH4aUNM IOPUONYECKUM U (OU3NYECKUM NULaM
O TOM, KaK 3aWuTUTb CBOW KOMMbIOTEP OT BPELOHOCHbIX MporpamMm, ybepeybcsi OT MOLWEHHMYecTBa
¢ 6aHKOBCKMMU MNacTMKOBbIMK KapTaMu, NPOTMBOCTOSTb Hanbonee pacnpocTpaHeHHbIM cxemaMm obmaHa
1 Kakme OencTBus cnefyeT NpeanpuHATh B Lensx obecneyeHns 6e30nacHoOCTy.

B uensix NnpoTMBOAENCTBMS NPECTYMHbIM NocsiratenbcTBaM B ceTn VIHTEpHET opraHaMm BHYTPEHHUX
Ien B COOTBETCTBUM C MPUHUWMNOM B3aMMOAENCTBUS U COTPYyLAHMYECTBA HEOOXOAMM aKTMBHbIA COH3
C roCyHapCTBEHHbIMU YYpeXAEHUSIMU, MHCTUTYyTaMM rpaxgiaHckoro obuwecTtsa, 6M3HECOM, cpencTBamm
MaccoBOW MHdOpMaUMKU, MHTEPHEeT-cooblwecTBOM U nonb3oBatensamMm CeTu, Tak kak TOMbKO 06wWmMun
YCUNSIMU MOXHO obecneyntb adpPEKTMBHOCTb CUCTEMbl (PUNbTPALMM KOHTEHTA U OTCEYb «BPEOHYH0»
N KPUMUHABbHYIO MHCPOPMALIMIO KakK OT HECOBEPLUEHHONETHUX, TakK U OT B3POC/bIX FpaxaaH cTpaHbl.

B cooTBeTCTBUM C NPVMHUMNOM 061EeCTBEHHOro AOBEPUS 1 NOAAEPXKN rpaxgaH cnefyet co3nasatb
BO3MOXHOCTb [O15 TOro, 4tobbl KaXxnplii co3HaTeNbHbIA Nonb3oBatenb VHTepHeTa Mor AOCTYMHbIMU
CpeacTBaMM W B YCTAHOB/NEHHbIX 3aKOHOM paMkax MpPOTMBOAENCTBOBATL  MpPaBOHAPYLWEHUSM
n npectynneHusm B CeTtun. Tak, cOTpyOHMKM YnpaeneHus «K» npegnaraioT K npegynpexaeHunto
MPOTMBOMPABHbIX CaNTOB Ha MNPOCTOpPax BCEMWPHOW MayTWHbI, MNPMBNEKaTb BONOHTEPOB W3 4ucna
aKTUBHbIX Nonb3oBatenein (Hanpumep, 6norrepos). B 3Tux uUensix BO3MOXHO WCMNONb30BaHWE
MeXAyHapoOHOro oOnblTa OEATEeNbHOCTM  TaK  Ha3blBAEMbIX  KMOEpaHrenos,  OCYWECTBASIOWMX
«naTpynMpoBaHue» VIHTepHeT npocTpaHcTBa U coobwalowmnx B COOTBETCTBYIOWME HAA30PHbIE
N KOHTPONMPYlOWMEe CTPYKTYPbl O BbISIBAEHHbIX HAPYWeEHMSX, a TakXe pacrnpoCTpaHSWnNX cpean
nonb3oBaTenelt MPOCBETUTENbHYIO (KOHCYNbTaTUBHYIO) MHpopMaumio o Hanmune B CeTn peanbHblX
KPMMUHaNbHBIX CaiToB, yrpoXarowmx nx 6esaonacHocTu.

OpraHunsaumns paboTbl ynpaeneHns «K» B COOTBETCTBUN C MPUHLMNOM 1aHOBOCTU M 9KOHOMUYHOCTH
Mo3BONSIET: NpMaaTh AeATENbHOCTU NoapasfeneHns LeneHanpaBneHHbli xapakTep; AaeT BO3MOXHOCTb
COCPEnoTOYMTb OCHOBHOE BHMMaHME W ycunus Ha Haubonee BaXHbIX TeKyWMX W NepcrnekTUBHbIX
npobnemax; cospaeT ycnoems ans 6onee nosHOro U B TO Xe BPEMS ONTUMaNbHOr0 MUCMOJNb30BaHUA CUN
N CPEACTB, a TakXe ANl CBOEBPEMEHHOr0 MaHeBpMPOBaHUS MK; obecneynBaeT AOCTUXEHMNE HAUNYYHIWLNX
pe3ynbTaTtoB AOEeATENbHOCTU; MO3BONSET CHU3WTb 3aTpaTtbl MaTepuanbHbIX Pecypcos;-obecneumsBaeT
YyeTKoe B3aWMOAENCTBME C OPYrMMU 3anMHTEepecoBaHHbIMU cybbekTamu; crocobcTByeT apdeKkTMBHOM
opraHvMsauuy npogUNaKTUYECKOi, OMNepaTUBHO-PO3bICKHOM W WHbIX HanpaeneHwid pabotel u np.
JesTenbHOCTb N0 NPOTUBOAEACTBUIO KMOEPNPecTynHOCTW HONXHAa COOTBETCTBOBATb COBPEMEHHbLIM
N NepcrnekTMBHbIM Bbl30BaM M yrpo3am Aans 6esonacHocTu nonb3oBatenein VIHTepHeT, a c Opyro,
MakCMManbHO NNaHUPYeMblii pe3ynbTaT A0NXeH ObiTb OOCTUrHYT C Y4YEeTOM pauMoHanbHOW Tparthbl
BblAENSIEMbIX MaTepuanbHbIX CPeacTB.

B cooOTBETCTBMM C NPUHUWMNOM MeXayHapoA4HOro COTPpyAHMYecTBa B LENsSX NPOTMBOAENCTBUSA
NPecTynneHmsiM B copepe WHGOPMAUMOHHBIX TEXHONOMMA, HOCSIWMM MeXAyHapoaHbli  XapakTep
YnpaBnenvne «K» akTMBHO B3aMMOAENCTBYET C MPaBOOXPAHWUTENbHbIMUM OpraHamn U HauuoHanbHbIMU
KOHTaKTHbIMW MyHKTaMu 3apybexHbix rocynapcte. MexayHapoaHas MHTerpaums u rapMoHusauusi, obmeH
OMbITOM U WHgOPMauMeln — I3TO MPUOPUTETHOE HanpaBneHue perynaTopHon pestenbHocTn MBI
B Bonpocax obecneyeHusi knbepbes3onacHOCTN CTpaHbI.
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